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TITLE OF THE INVENTION 

METHOD AND APPARATUS FOR 
SECURING DIGITAL VIDEO RECORDING 

CROSS-REFERENCES TO RELATED APPLICATION 
This application is related to, and claims the benefit of the earlier filing date of, U.S. 
Provisional Patent Application (Attorney Docket PD-200235), filed July 20, 2000, entitled 
"Simple Method of Securing Digital Video Recording," the entirety of which is incorporated 
herein by reference. 

BACKGROUND OF THE INVENTION 

Field of the Invention : 

The present invention relates to a digital communication system, and is more 
particularly related to protection of Digital Video Recording (DVR) content. 

Discussion of the Background 

Direct television broadcasting systems provide the consumers with high quality video 
and audio signals. Set-top based Digital Video Recording (DVR) to a hard disk is emerging 
as a needed feature in the highly competitive consumer electronics industry. With advances in 
digital recording and storage technologies, there is concern over unauthorized copying of the 
broadcast content. 
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The technology exists today to allow consumers to make a perfect and permanent 
personal digital copy of their favorite movie, for example. This capability to create high 
quality reproductions is recognized by the industry and consumers alike as a distinguishing 
product feature. However, because perfect digital copies can be readily made, content 
providers may be reluctant to supply programming to set-top boxes that incorporate 
unrestricted digital video recording. Thus, a potential near term impediment to the success of 
such a set-top box is the lack of an established mechanism to cost effectively prevent 
unauthorized reproduction of programming content. That is, content providers could be 
reluctant to support a set-top box that may lead to potential abuse of their material by the 
general consumers. 

A number of scenarios exist whereby the consumer can distribute and replay the 
programming content of the set-top box. One approach would be as follows. A consumer 
records on a DVR enabled set-top certain content that is to be shared. Next, the consumer 
removes the hard drive from the set-top and installs the hard drive as a secondary drive in a 
PC. Thereafter, the consumer extracts content from the hard drive and posts the content on a 
web site in a format that is suitable for sharing. 



view the content, the user installs a second hard drive in a PC. That is, the new second hard 
drive is in addition to the drive that is used/to boot the PC and will be used for storing the 
digital content. Next, the user acquires and installs on the PC special software to format the 
new hard drive so that it is compatible &ith the set-top box. The user then captures the 
desired content to some PC storage (mat is not the newly created set-top compatible disk), for 
example, downloading from the Internet. Special conversion software is then executed to 
convert the digital video distribution image into a format compatible with set-top box. 




Correspondingly, a consumer may find OTogramming of interest on a web site. To 
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Thereafter, the converted image is written to the new hard drive. The new hard drive is then 
removed from the PC and installed in the set-top box. 

In addition to digital set-tops, a common DVD player may be used to share pirated 
content. Recordable DVD media and DVD recording devices will become sufficiently 
economical that the average consumer can obtain them for copying of programming content. 
If the source of the pirated content were a digital set-top, a conversion utility would be 
required to convert the digital formatted data that are stored on the set-top hard drive to that 
of the DVDs. The audio analogy of such a utility is a CD "ripper", which permits a user to 
extract music tracks from a CD for storage on the computer or MP3 player. Given suitable 
source material and appropriate "video ripper" software, it is reasonable to assume that the 
DVD-R may become an important method of distributing pirated digital video. 

Another obvious playback platform is^the PC. Any PC with a broadband Internet 



connection is well position to acquire the digital video content. Assuming the PC in question 
has a DVD player and a DVD-R writer ,At would be straightforward for the user to acquire or 
copy a digital movie and write it to a 1DVD-R. The owner of such a PC could, with relative 
ease, build a substantial library of DVD-R digital video movies. Pirate DVDs borrowed from 
friends could easily be copied and /he broadband Internet connection would offer access to a 
wealth of digital video. It is reasonable to assume that pirates first, then legitimate companies 



wilLemerge^o provide we]^ digital video. 

Understandably, content providers afe apprehensive about the ability to maintain 
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control of their product to avoid theft oi/misuse, which undercut profitability. If the content 
providers become too uneasy about possible comprise of their product, they may withhold 
programming and be disinclined from developing additional programming. Hence, any DVR 
product or mechanism that is endorsed, for example, by a subscription movie service (e.g., 
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DIRECTV©) must provide reasop^ble assurances to the content providers that the content 
will not be used in a fashion^hat is objectionable. 

Therefore, it is clear that some form of security is needed to protect the programming 
content in a fashion that is acceptable to the content providers. Lack of industry consensus on 
suitable DVR content protection mechanisms can hamper mass-market success of the digital 
set-top box. The approach should prevent, or significantly hinder, an individual or small group 
of interested people from reverse engineering the DVR design to gain an unsecured copy of 
the content. Additionally, the approach should prevent the distribution of a "solution" that 
allows a large number of people to gain a personal copy of the DVR content. 

A number of content protection methodologies have emerged, particularly with respect 
to security techniques in the disk drives. Disk drive manufacturers offer a variety of security 
techniques, such as the use of hidden sectors, restricted sectors, and encryption. Under the 
hidden sectors approach, various sectors of the hard disk drive that contain DVR content 
would not be visible to a personal computer (PC) running standard software. A drawback 
with this approach is that it is not particularly secure. A sufficiently knowledgeable consumer 
could monitor the disk drive interface of the set-top box and reverse engineer the hidden 
sectors. This knowledgeable consumer could then write custom PC software to make the 
hidden sectors visible to the PC. Such custom software would make the disks with hidden 
sectors roughly equivalent to those with normal sectors. This custom software may then be 
widely disseminated; for example, through the Internet. 

Another approach is to restrict access to the sectors of the hard disk that contains the 
programming content. This mechanism does not permit the restricted sectors to be accessed 
without a suitable password, even though the sectors are visible. However, such an 
arrangement has the same drawback as that of the hidden sector protection mechanism, in that 
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a sufficiently knowledgeable person can monitor the disk drive interface and capture the 
password, and accordingly, write custom PC software to provide the password when needed. 

Some disk drive manufactures offer data encryption as the data is written to the disk 
and decryption as it is retrieved. Several variations of this concept exist, depending on the 
particular manufacturer. Approaches that provide the decrypt key in the clear suffer from the 
same problem previously discussed. That is, a sufficiently knowledgeable person can monitor 
the disk drive interface and capture the decryption key. This could be enhanced with 
public/private key encryption, but would require tight coupling between the disk drive 
manufacturer and the set-top manufacturer (not to mention increased per unit cost of the set- 
top boxes). The security of this approach depends more on the two manufacturers' ability to 
generate and manage unique disk drive/set-top key pairs than on the strength of the 
encryption. The tight coupling between keys in the set-top and drive dramatically complicates 
warranty repairs and other field support issues. Furthermore, both the encryption and 
decryption processes introduce latency in the recording and replaying of the content. 

Based on the foregoing, there is a clear need for improved approaches to providing a 
Digital Video Recording (DVR) content protection mechanism 

There is also a need to provide a simple protection mechanism 

There is a further need to supply a cost effective solution. 

Therefore, an approach for preventing unauthorized copying of digital data is highly 



According to one aspect of the indention, a method is provided for storing and 
retrieving digital data within a hardware platform The method includes receiving data bits 
across of a bus of a fixed width; the/data bits form a bit pattern. In addition, the method 



desirable. 




SUMMARY OF THE INVENTION 
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encompasses altering the bit pattern of the data"t5its according to a prescribed scheme. 




Further, the method includes stormg^the altered data bits, restoring the altered data bits to the 
bit pattern, and outputting the/estored data bits. This approach advantageously inhibits 
unauthorized copying ofjiigital content. 
5 According to another aspect of the invention, an apparatus for storing and retrieving 

digital video data comprises a system bus that is configured to transfer data bits of a fixed 
width. The data bits form a bit pattern. An interface is coupled to system bus and is 
configured to alter the bit pattern of the data bits according to a prescribed scheme. A hard 
disk drive is coupled to the interface and is configured to store the altered data bits. The 
^3 above arrangement advantageously provides a simple and cost effective content security 
scheme. 

!□ According to another aspect of the invention, a system for storing and retrieving digital 

3 audio/video data comprises a satellite antenna that is configured to receive audio/video signals. 

Z A set-top box is coupled to the satellite antenna; the set-top box includes a receiver configured 

P5 to output data bits corresponding to the received audio/video signals. A fixed width bus is 
□ coupled to the receiver and is configured to transfer data bits. The data bits form a bit pattern. 

An interface is coupled to the bus and is configured to alter the bit pattern of the data bits 
according to a prescribed scheme. A hard disk drive is coupled to the interface and is 
configured to store the altered data bits. The above arrangement advantageously provides a 
20 readily deployable protection mechanism. 

In yet another aspect of the invention, a computer- readable medium carrying one or 
more sequences of one or more instructions for storing and retrieving digital video data within 
a hardware platform is disclosed. The one or more sequences of one or more instructions 
include instructions which, when executed by one or more processors, cause the one or more 
25 processors to perform the step of receiving data bits across a bus of a fixed width, wherein the 
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data bits form a bit pattern. Another step includes altering the bit pattern of the data bits 
according to a prescribed scheme. Other steps include storing the altered data bits, restoring 
the altered data bits to the bit pattern, and outputting the restored data bits. This approach 
advantageously eliminates the use of costly encryption hardware. 

In yet another aspect of the invention, an apparatus for storing and retrieving digital 
video data within a hardware platform comprises a means for receiving data bits across of a 
bus of a fixed width. The data bits form a bit pattern. The apparatus also includes a means for 
altering the bit pattern of the data bits according to a prescribed scheme. Further, the 
apparatus includes a means for storing the altered data bits, a means for restoring the altered 
data bits to the bit pattern, and a means for outputting the restored data bits. Accordingly, the 
above approach advantageously provides a cost effective security mechanism. 



BRIEF DESCRIPTION OF THE DRAWINGS 
A more complete appreciation of the invention and many of the attendant advantages 
thereof will be readily obtained as the same becomes better understood by reference to the 
following detailed description when considered in connection with the accompanying 
drawings, wherein: 

Figure 1 is a digital set-top box of a direct satellite television broadcast system capable 
of employing a Digital Video Recording (DVR) content protection mechanism, according to 
an embodiment of the present invention; 

Figure 2 is a diagram of one implementation of the interface to the hard disk, 113, of 
the set-top box of Figure 1; 

Figures 3a and 3b are flowcharts of the scrambling process and de-scrambling process, 
respectively, in accordance with an embodiment of the present invention; 
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Figure 4 is a diagram of one implementation of the DVR content protection mechanism 
utilizing bit inversion, according to an embodiment of the present invention; 

Figure 5 is a diagram of one implementation of the DVR content protection mechanism 
utilizing bit scrambling, according to an embodiment of the present invention; 

Figure 6 is a diagram of one implementation of the DVR content protection mechanism 
utilizing bit inversion and scrambling, according to an embodiment of the present invention; 
and 

Figure 7 is a diagram of a computer system that can perform the DVR content 
protection mechanism, in accordance with an embodiment of the present invention. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 
In the following description, for the purpose of explanation, specific details are set 
forth in order to provide a thorough understanding of the invention. However, it will be 
apparent that the invention may be practiced without these specific details. In some instances, 
well-known structures and devices are depicted in block diagram form in order to avoid 
unnecessarily obscuring the invention. 

The present invention provides a system for storing and retrieving digital video data. 
The system includes a satellite antenna that receives video signals. A set-top box is coupled to 
the satellite antenna. The set-top box includes a receiver that outputs data bits corresponding 
to the received video signals. The data bits are applied to a parallel bus of a fixed width and 
form a bit pattern. An interface is coupled to the bus and alters the bit pattern of the data bits 
according to a prescribed scheme. The altered data bits are also of the same fixed width as the 
original data bits. A hard disk drive is coupled to the interface and stores the altered data bits. 
The above system provides a simple, cost effective approach to protecting the content of the 
set- top box from unauthorized copying. 
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Figure 1 shows a digital set-top box of a direct satellite television broadcast system 
capable of employing a Digital Video Recording (DVR) content protection mechanism, 
according to an embodiment of the present invention. A set- top box 101 couples to a satellite 
antenna 103, which, in an exemplary embodiment, is a parabolic dish antenna. The set-top box 
5 101 includes a satellite receiver 105 that demodulates the video signals from the antenna 103 
and converts these video signals into digital data. The data bits are placed onto a system bus 
107, which enables the transfer of the data bits among various components of the set- top box 
101. These components include among others, a processor 109, a random access memory 
(RAM) 1 1 1, an interface 113, and a hard disk 1 15. 
jjp The interface 113, according to one embodiment, is situated between the hard disk 115 

fy and the system bus 107. It should be noted that the interface 113 can be employed any where 

£3 along the data path of the set-top box. The storing and retrieving process involves moving a 

U specific number of bits at a time. This specific number of bits is fixed by the hardware 

p S "j platform and is referred to as the "width" of the data path. In their native (unscrambled) form, 

%5 the bits form a specific pattern that digitally represent the content being stored. As will be 

i : 

£3 explained more fully below, the interface 113 alters the data bits from the system bus 107 for 

storage into and retrieval from the hard disk 115. The interface 113 inverts and/or scrambles 
bits on the bus according to a prescribed scheme, which, in one embodiment of the present 
invention, is unique to the set-top box. Inverting and/or scrambling of the data bits in this 

20 fashion offers some protection of the content and can be achieved in a timely fashion by more 
economical hardware than other forms of security or encryption. According to one 
embodiment of the present invention, system bus 107 is a parallel bus; alternatively, bus 107 
may be a serial bus. 

As will be explained in greater detail below, standard (unencrypted) data is written to the 
25 interface 113 where the bits are inverted and/or scrambled into a particular pattern. The data is 
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then recorded on the disk in this altered form The security technique is symmetrical. When the 
data is played back through the same interface, the data is unscrambled and/or uninverted and 
returned to its normal correct ordering and sense. 

The scrambling pattern (i.e., scheme), according to one embodiment of the present 
invention, can be unique to an individual set-top box. In other words, every set-top box is 
produced with a pattern that is not used by any other set-top box. 

Alternatively, the scrambling pattern may be "relatively" unique; it is relative in the 
sense that not each and every set-top box utilizes a unique prescribed scheme; however, there 
are enough unique combination of patterns so that there is very low probability that an 
advertised security "hack" would work on any given customer's set-top. By way of example, 
one approach to achieving this would be to base the pattern of bit scrambling and/or inverting 
on the serial number of the set-top. Scrambling and/or inverting could also be determined 
from a random number, specific seeds ("keys"), or some other method. Inclusion of the 
interface 113 will serve to deter most hackers from making unauthorized copies of the 
programming content. Further, because the scrambling is unique to each set-top box, one 
"hacked" set-top will not likely assist in the hacking of other set-top boxes. 

The DVR protection mechanism advantageously introduces very little delay in writing 
and reading the digital data. This advantage is especially important in the processing of high 
speed video data, in which a delay or latency introduced by data encryption could adversely 
affect the performance of the system. 

Although the protection mechanism is described with respect to a Digital Video 
Recording (DVR) system, one of ordinary skill in the art would recognize that other 
applications exist for such a protection mechanism, in which low level of security is needed for 
storing and transferring digital data. 
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Figure 2 shows the DVR protection interface of the digital set-top box of Figure 1. In 
this exemplary embodiment, interface 113 includes a scrambler/inverter 201 and a 
descrambler/uninverter 203 within a single field programmable gate array (FPGA). One of 
ordinary skill in the art would recognize that other embodiments exist; e.g., an ASIC, discrete 
logic, or software. By way of example, Figure 2 shows an exemplary embodiment of a 
protection mechanism of a simple, low data latency approach for securing digital video 
recorded to an IDE (Integrated Device Electronics) hard drive. It is recognized by one of 
ordinary skill in the art that the implementation could be generalized to other forms of hard 
drive; e.g., SCSI (Small Computer System Interface). The SCSI and IDE interfaces are 
detailed in Schmit, 'The SCSI Bus and IDE Interface: Protocols, Applications and 
Programming'' Addison- Wesley Pub. Co, 1997; which is incorporated herein by reference. 
Interface 113 receives data bits, which are 16 bits in width, from an IDE interface 205 over 
data path 207, and outputs scrambled and inverted data bits (which are the same width as the 
original data bits) to the disk drive 1 15. The scrambling and de-scrambling operations of the 
set-top box 101 are described below in Figures 3a and 3b. 

Figures 3a and 3b show flowcharts of the scrambling process and de-scrambling 
process, respectively, in accordance with an embodiment of the present invention. 
Specifically, in step 301 of Figure 3a, the data bits are received from the satellite antenna 103 
and transferred to the interface 113. Next, the interface 113 scrambles and/or inverts the data 
received signal, as in step 303, according to a prescribed scheme. Thereafter, the altered data 
bits are stored in the hard disk 115, per step 305. 

To obtain the stored data bits, the interface 113 retrieves the scrambled and/or inverted 
data bits, as in step 311. The interface 113 then unscrambles and/or uninverts the data bits, as 
in step 313, according to the prescribed scheme, and outputs the restored data bits (step 315). 
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Figure 4 is a diagram of the DVR content protection mechanism utilizing bit inversion, 
according to an embodiment of the present invention. For the sake of clarity, only the inverter 
logic is shown. An DDE interface 205 is coupled to interface 113, which is a FPGA. Because 
the data path 207 of the IDE interface is 16 bits wide, the FPGA 113 utilizes 16 select lines, 1 0 
SEL, Ii SEL, . . ., and Ii 5 SEL, to select either the data bit or its inversion. The select lines, I 0 
SEL, Ii SEL, . . and Ii 5 SEL, control the corresponding multiplexers 401 to output the 
selected data bit pattern, O 0 , Oi, . . . and Oi 5 . The output from interface 113 is then stored in 
disk drive 115. Upon retrieval of the scrambled and/or inverted data from disk drive 1 15, the 
interface 113 performs a reverse operation to "uninvert" the stored data, via an uninverter 
logic (not shown). As previously mentioned, from an implementation perspective, uninverting 
entails inverting the data bits again. Under this embodiment, 2 16 - 1 different combinations of 
inverted or non-inverted data signals exist. 

Figure 5 is a diagram of the DVR content protection mechanism utilizing bit 
scrambling, according to an embodiment of the present invention. For purposes of 
explanation, only the scrambling logic is shown and described herein; it is recognized that the 
descrambling logic (not shown) performs the steps of restoring the data bits to the original bit 
pattern. As with the system of Figure 4, this embodiment could be generalized to other forms 
of hard drives (e.g., SCSI). As in the system of Figure 4, a standard IDE disk drive interface 
205 outputs to a data path 207 that is 16 bits wide. A FPGA, 113, utilizes 16 multiplexers 
501; each of the multiplexers 501 has 16 inputs, I 0 , Ii, . . and Ii 5 , and outputs a corresponding 
output bit, On, in response to a control signal, On CTRL. This arrangement provides nearly 
16! (over 20 trillion) different useable combinations of data signals. 



Figure 6 is a diagram of the DVR content protection mechanism utilizing bit inversion 
and scrambling, according to an embodiment of the present invention. This embodiment of the 
present invention employs a combination of bit inversion and scrambling; only the 




PD-200235 

scrambler/inverter logic is shown. The datafbits that are output from EDE interface 401 enter 
FPGA 601 via data path 407. These data ©its are first inverted according to a prescribed 
scheme using multiplexers 603, which ar& controlled by the respective select lines, 1 0 SEL, Ii 
SEL, . . and Ii 5 SEL. Thereafter, these/ in verted data bits are scrambled using multiplexers 
605. Multiplexers 605 are controlled bv corresponding control signals, Oo CTRL, Oi CTRL, 
. . O15 CTRL. This FPGA 601 yields 16!*2 16 different combinations of data signals. A 
descrambler/ uninverter logic (not shown) converts the stored data resident within the hard 
disk drive 1 15. Although the interface 1 13 is described as performing inversion and 
subsequently scrambling, in the alternative, scrambling can be executed prior to inversion. 

Figure 7 is a diagram of a computer system that can perform the DVR protection 
mechanism, in accordance with an embodiment of the present invention. Computer system 
701 includes a bus 703 or other communication mechanism for communicating information, 
and a processor 705 coupled with bus 703 for processing the information. Computer system 
701 also includes a main memory 707, such as a random access memory (RAM) or other 
dynamic storage device, coupled to bus 703 for storing information and instructions to be 
executed by processor 705. In addition, main memory 707 may be used for storing temporary 
variables or other intermediate information during execution of instructions to be executed by 
processor 705. Computer system 701 further includes a read only memory (ROM) 709 or 
other static storage device coupled to bus 703 for storing static information and instructions 
for processor 705. A storage device 711, such as a magnetic disk or optical disk, is provided 
and coupled to bus 703 for storing information and instructions. 

Computer system 701 may be coupled via bus 703 to a display 713, such as a cathode 
ray tube (CRT), for displaying information to a computer user. An input device 715, including 
alphanumeric and other keys, is coupled to bus 703 for communicating information and 
command selections to processor 705. Another type of user input device is cursor control 
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717, such as a mouse, a trackball, or cursor direction keys for communicating direction 
information and command selections to processor 705 and for controlling cursor movement on 
display 713. 

According to one embodiment, scrambling and inversion of the data bits are provided 
by computer system 701 in response to processor 705 executing one or more sequences of one 
or more instructions contained in main memory 707. Such instructions may be read into main 
memory 707 from another computer-readable medium, such as storage device 711. Execution 
of the sequences of instructions contained in main memory 707 causes processor 705 to 
perform the process steps described herein. One or more processors in a multi-processing 
arrangement may also be employed to execute the sequences of instructions contained in main 
memory 707. In alternative embodiments, hard- wired circuitry may be used in place of or in 
combination with software instructions. Thus, embodiments are not limited to any specific 
combination of hardware circuitry and software. 

Further, the instructions to perform the functions oLme interface 13 (Figure 2) may 
reside on a computer-readable medium. The term "coprfputer-readable medium" as used 
herein refers to any medium that participates in providing instructions to processor 705 for 
execution. Such a medium may take many ^rms, including but not limited to, non- volatile 
media, volatile media, and transmissiop'media. Non- volatile media includes, for example, 
optical or-magnetic disks,_such .a^torage device 711. Volatile media includes dynamic 
memory, such as main memory 707. Transmission media includes coaxial cables, copper wire 
and fiber optics, includjiig the wires that comprise bus 703. Transmission media can also take 
the form of acousjic or light waves, such as those generated during radio wave and infrared 
data communication. 

Common forms of computer-readable media include, for example, a floppy disk, a 
flexible disk, hard disk, magnetic tape, or any other magnetic medium, a CD-ROM, any other 
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optical medium, punch cards, paper tape, any other physical medium with patterns of holes, a 
RAM, a PROM, and EPROM, a FLASH-EPROM, any other memory chip or cartridge, a 
carrier wave as described hereinafter, or any other medium from which a computer can read. 

Various forms of computer readable media may be involved in carrying one or more 
sequences of one or more instructions to processor 705 for execution. For example, the 
instructions may initially be carried on a magnetic disk of a remote computer. The remote 
computer can load the instructions relating to the generation of the physical layer header 
remotely into its dynamic memory and send the instructions over a telephone line using a 
modem. A modem local to computer system 701 can receive the data on the telephone line 
and use an infrared transmitter to convert the data to an infrared signal. An infrared detector 
coupled to bus 703 can receive the data carried in the infrared signal and place the data on bus 
703. Bus 703 carries the data to main memory 707, from which processor 705 retrieves and 
executes the instructions. The instructions received by main memory 707 may optionally be 
stored on storage device 711 either before or after execution by processor 705. 

Computer system 701 also includes a communication interface 719 coupled to bus 
703. Communication interface 719 provides a two-way data communication coupling to a 
network link 721 that is connected to a local network 723. For example, communication 
interface 719 may be a network interface card to attach to any packet switched local area 
network (LAN). As another example, communication interface 719 may be an asymmetrical 
digital subscriber line (ADSL) card, an integrated services digital network (ISDN) card or a 
modem to provide a data communication connection to a corresponding type of telephone 
line. Wireless links may also be implemented. In any such implementation, communication 
interface 719 sends and receives electrical, electromagnetic or optical signals that carry digital 
data streams representing various types of information. 
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Network link 72 1 typically provides data communication through one or more 
networks to other data devices. For example, network link 72 1 may provide a connection 
through local network 723 to a host computer 725 or to data equipment operated by a service 
provider, which provides data communication services through a communication network 727 
(e.g., the Internet). LAN 723 and network 727 both use electrical, electromagnetic or optical 
signals that carry digital data streams. The signals through the various networks and the 
signals on network link 721 and through communication interface 719, which carry the digital 
data to and from computer system 701, are exemplary forms of carrier waves transporting the 
information. Computer system 701 can transmit notifications and receive data, including 
program code, through the network(s), network link 721 and communication interface 719. 

The techniques described herein provide several advantages over prior approaches to 
store and retrieve digital data. A system bus transfers data bits of a fixed width. An interface 
is coupled to the system bus and is configured to alter the bit pattern of the data bits according 
to a prescribed scheme. A hard disk drive couples to the interface and stores the altered data 
bits. This approach advantageously ensures a level of security that will cost effectively deter 
most consumers from making unauthorized copies. 

Obviously, numerous modifications and variations of the present invention are possible 
in light of the above teachings. It is therefore to be understood that within the scope of the 
appended claims, the invention may be practiced otherwise than as specifically described 
herein. 
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